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Marlene H. Dortch

Office of the Secretary

Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

RE: EB Docket No. 06-36

Customer Proprietary Network Information (CPNI) Certifications
Under 47 C.ER. §64.2009(e)

Dear Secretary,

Attached please find our annual CPNI filing affirming our compliance along with all
required documentation,

m
Israel Fleischer

Member
Jivetel Communications, LLC

Sincarely

No. of Gopies rec’d :
List ABCDE
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Received & Inspacted

MAR 10 7009
FCC Mail Room

Annual 47 C.ER. § 64.2009(e) CPNI Certification

EB Docket 06-36

Jivetel Communications, LLC
Form 499 Filer ID: 826909

I, Israel Fleischer, Member of Jivetel Communications, LLC, certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal knowledge
that the company has established operating procedures that are adequate to ensure compliance
with the Commission’s CPNI rules. See 47 C.F.R § 64.2001 ef segq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining how
Jivetel Communications, LLC’s procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 ef seq. of the Commission’s rules.

Name: Tsrael Fleischer
Title: Mentber

FCC Annual Filing
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MAR ] g Zggg
FCC Mail Room

Annual 47 C.FR. § 64.2009(e) CPNI Certification
EB Dacket 06-36

Jivetel Communications, LLC
Form 499 Filer ID: 826909

Jivete] Communications, LLC has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year, Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to access
CPNI, and what steps companies are taking to protect CPNI.

Jivete] Communications, LL.C has not received any customer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company has
received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken
down by category or complaint, e.g., instances of improper access by employees, instances of
improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online information by individuals not authorized to view the information).

L
Signed j(\/ &{/

Istael Fleischer, Member

FCC Annual Filing




Exhibit “A”




Jivetel Communications, LLC
2 Stag Court
Suffern, New York 10901

Compliance Requirements

Jivetel Cemmunicatlons, LLC ("Company™) malntains the following operating procedures to ensure compllanca with
the requirements set forth In Section 64.2001 et seq. of the Commisslon's rules.

Bcetlon 64,2005 Use of customer propriefary nefwork lnformalion withoul customer
approval

(2) Any telecommunications carier may use, disclose, or permit access to CPNI for the purpose of
providing or rostketing servies offerings among the catsgoriss of service (e, local, interexchunge, and
CMES) to wh:ch the customer nlrudy subscribes from the sama carrier, without cusiomer approval,

(1) li" ! b:lcoommumcnﬁons carrier provides difforent calegorics of se-mce, and a customer
subscribes to more than one category of sexviee offercd by the carrler, the carrisr is penaifted to share
CENI among the carriec's afiiliated enfities that provide a service offerlng to the customer,

. {2) If atslecommunications caricr provides different categories of service, but n customer doss
. nof subscribe o more than one offering by the carrier, the carrier i3 not pennitted to shars CENI with its
affiliates, except as provided in §64.2007().

() A fslecommmunications cazier may not use, dizcloss, or permit access to CPNI to market to a
customer service offerings that are within & carsgory of service to which the subseriber does not alcendy
subscribe from that crrrier, wnless thal camicr has customer approvel to do so, except as deseribed in
paragraphic) of this sectlon,

(1) A wireless provider may use, disclose, or permit negeas to CPNL derlved from Its provision of
CMRS, without customer spproval, for the provision. of CPE and information service(s). A wihreline carrler
may use, distlose or parmit accuss to CPMI derived from its provision of Jocal exchange sorvice or
interoxchange service, without customer approval, for the pmvlslon of CPB and <all enswering, volcs mail
or messaging, voice stomgs and retrleval services, fux store and forward, and protocol converslon.

(2) A telecommiunicntions carrier may not wee, diselose, o permit access to CPNE {0 {dentify or
track: custorners that, eall competing sesvics providers, For cxemple, a [o¢al exchangs carrler may not use
Iocal service CPNI 16 track all customers that call local service competitors.

) A telecomnmnlestions carrier roay use, disclose, or permit access to CPNI, without customer
a epproval, a3 described in this paragaph (6).

{DA telecom:mmmhons carrier ay use, disclose, or permit acotss to CPNI, without customer
appraval, in fts proviston of inside wiring Instalfatfon, maintenance, and repalr services.

(2) CMRS providers may use, disclose, or permit access to CPNJ for the purpose of conducting
research on the health effects of CMRS,




(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNJ, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, bui not limited to, speed
dialing, computer-provided dlractory assistance, call monitoring, calf tracing, call blocking, call retwn,
repeat dialing, call tracking, eall waiting, catler 1.D., call forwarding, and certain Centrox features.

£d) A telecommunications carrier may use, disclose, or permit aceess to CPNI to protest the vights
or property of the carrier, or 1o protest users of those services and other carriers from fraudulent, abusive, or

unlawiol use of, or subscripticn to, such services.

z Response 1:The Company has adopted specific CPNI policles to enstire that, in the absence of customer approval,

CPNI s only used By the Company fo provide or market service offerings among the categories of
Service {le, local, interexchange, and CMRS) to which the customer already subscribey. The
Company's CPNI policies prohibit the sharing of CPNT with offiliated companies, except as permiited
updler Rule 64.2005(a)(1) or with custoner approval pursnant to Rule 64.2007(b). The only exceptions
to these palicies are as permitted under 47 U.8.C. § 222(d) and Rule 64,2005,

Scetion 64.2007 Approval required for use of customer proprletary network information.

() A telecommunications cacrfer mny obtain approval through written, oral ar electronic
methods,

(1) A telecommunications catrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given In compliance with the Commission's rules in this part.

(2} Approval or disapproval to use, disclose, or permit access to a customsy’s CPNI obained by a
telecommunications carrier must rematn in effect untll the customsr revokes or limits such approval or
disapproval,

(3) A telecommunications carrier must mainiain records of approval, whether oral, wrilten or
electroniz, for at least one year.

Response 2: i all circumstances where customer appraval Is requirad to use, disclose or permit access to CPNI, the

Company's CPNI policies require that the Conipany obteln customer agproval through written, aral or
electronic meifiods in compliance with Rule 64.2007. A customer’s approval or disapproval reming I
effect unill the customer revokes or limits the approval or disapproval, The Company maolrieing records
of customer agproval (whether written, oral or electronic) for a minimum of ote year.

(b} Ure of Ope-Out and Opt-In Approval Processes, A telscommunications carrier may, subjeot

10 opt-out approval oropt-in approval, use its custonter’s individually identifinbls CPNI for the pupose of
marketing communications-related services to that customer, A telecommunications caier may, subject to
opt-out approval or opt-in approval, discloss its customer’s individually identifiable CPNI, for tho putrposs
of marketing conmunicaﬁons-rclaled services to that customer, 10 its agents and its affiliates that provide
communications-relaicd services, A lelecommunications carriet may also permit auch person or entities to
obtaln access 1o such;CENI for such purposes. Bxeept for use and disclosure of CPNI that is pernitted
without customer approval under seotion §64.2005, or that is described in this paragraph, or as otherwise
provided in section 222 of he Communlcations Act of 1934, as emended, a tolecommunications carrier

may only use, disclose, or pemmit access to It ensiomer’s individually identifiable CPNI subject to opt-In
approval,

Response 3:

The Compuny does not use CPNI for any purpose (including marketing communications-related
services) and does ﬂol disclose or gramt necess to CPNI to any parly (Including to agents or affiliates that

provide communications-reloted services), except as penniffed under 47 US.C. § 222(3) and Rule
64.2005.




Section 64,2008 Notiee required for use of customer proprietary neéworli information,

(8)  Notlfication, Ganerally. (1) Ptior o any solleitation for customer approval, a
telecommunications carrier must provide netifieation to t1e customer of the customer®s right to restrlot use
of, disclose of, and agcess to that customer's CPNL

(2) A telecommunications carrier must maintain records of notification, whether ornl, wrliten or
¢lechronic, Tor at [cast one year. .

- (b} Individual notice to customers must be provided when soliciting approval 1o uss, disclose, or
petmit eccess to customers’ CPNIL

(c) Content of Notlce. Customer notification must provide sufficient information to ensble the
customer to make an Informed decision as to whether to permit a carrier to use, disclose, or petmit access
to, the customer's CPNL,

(I) The notification must state that the customer has a right, and the carrier has & duty, under
federal law, o protest the confidentiality of CENI.

(2) The notification must specify the types of information that constitute CPNI and the specific
entities that will receive the CPRI, deseribe the puposes for which CPNI will be used, and inform the
customer of his or her right to disapprove those uses, and deny or withdrew access to CPNI at any trme,

{3) The notification rust advise the custorner of the precise steps the customer must take in order
{o grant or deny access to CPNI, and must clearly statz that & denial of approval will not affect the
provision of any services to which the customer subscribes, However, carriers may provide a brief

statement, in a clear and neutral language, describing consequences divectly resulting fiom the lack of
o access Lo CPNI

(4) The notification must be comprehensible and must not be misteading.

(5) If written notification is provided, (he notice must be clearly legible, use sufficiently Jarge
type, and be placed in an area so as 1o be readily apparent to o custoiner.

(6) If any portion of a notification is iranslated into another language, then ali portlons of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer’s approval to use CPNI may enhaice
the carrler's abilily to offer products and services tailored to the customer’s needs, A carrier alto may state

in the notification thnt it may be compelled to disclose CPNI to any person upon affirmative written request
by tha customer.

{8) A ::an'mr‘may not includs in the notificaiion any staternent attempting to encourage a customer
to freaze third-party actess to CPNIL

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that carrier is valid untit the customer
" affirmatively revokes or limits such appraval or denial.

(1) A telecommunications canier’s solicitation for approval must be proximate to the
votification of a customer’s CPNI rights.

Response 4:T#e Compmy's CPNI policies require that customers be notified of their tlglits, and the Company's
obligations, with respect to CPNI prior fo any solicifation for customer approval. Al requlred ciistomer
notices (whether written, oral or elecironic) comply with the requirements of Rula 64.2008, Tihe




Response 4:

Company malntains records of all réqutred cristonter notlces (whetlier wrilten, oral or elecironic} for a
mintitom of one year.

(d) Notlce Requirements Specific to Opt-Out. A telecormmmicafions camrier must provide
notification to oblain opt-cut eppfoval through electonie or written methods, but not by oral
communication (except as provided in paragtaph (f) of this section). The contents of any such notification
must comply with the requirements of paragraph (c) of this section.

¥
{1} Canjers must weit a 3q-day minimuin period of time afier giving customers notice gud an
opportunity to opt-out before assuming customer approval to use, discloss, or petmit access to CPNL A
carrier may, in ils discretion, prowde: for a longer permd Cerriers must notify customers as to the
applicable waiting perfod for a response before approval is assumed.

(D In the case of an electronic form of notification, the walting period shall begin to ran from the
data on which the notification was sesxit; and

(i}) In the case of notification by mail, the waiting period shall begin to run on the third day
following the daie that the notiﬂcaﬁm; was mailed.

(2) Carriers using the opt-dut mechnnism must provide notices to their cnstomers every two
years, 1
L

(3) Telecommunications cerriers that use e-mail to provide opt-cut notices must comply with the
following requirements in addition to the requirements generally applicable to notification:

() Carriers must obtoin express, verifiable, prior approval from consumers to send notices via e-
mail regarding their servics in general, or CPNI in particular;

(i) Carriers ronst aliow custoiners to teply directly to e-mnails containing CPNI notices In order io
apt-out;

(m) Opt-out e-mail notices that are retuned to the carrler as undeliverable nust be sent Lo the

-gustomer in another form before canl{ers mnay consider the customer to have received notice;

{iv) Cerricrs that use e-mail;to send CPNI notices must ensure ihat the snbject line of the message
clearly and accurately identifies the subject matier of the €-mail; and

{v) Telecommunications caitiers must make available to every customer a method to opt-out thal
is of no additional cost to the customner and that is avaijabls 24 howrs a day, soven days a weelr, Carriers
raay salisfy this requirernent through a combination of methods, so long as all customers have the ability to
opt-out at ng cost and are able to offectunts that choice whenever they choose,

Response 5:

The Compmy docs not currently solicit Vopt out™ customer approval for the use or disclosure of CPNA
The Company does not use CPNI for eny purpose (including marketing conamuiicatlons-related
services) and does not disclose or grant aceess fo CPNI 1o any party (ineluding to agents or affillates that

pravide communications-related sa-vfces), exeept as permitted under 47 U.S.C. § 222(d) and Rule
¢4.2005,
1

(¢} Notice Requirements’ Specific to Opt-In. A telecommunications carier may povide
notification to obtain opt-in approvalthrough oral, written, or elecirenle methods, The contents of any such
notification must comnply with tho requirements of paragraph (o) of this section,

Response 6:Tie Company does not currently solicit "opt in" customer approval for the use or disclastre of CPNI,

The Company doex nor use, disclose or grant access fo CPNI for any purpase, to any pariy or ln any
manner thet would require a cuistorer's "opt in" approval under the Commission’s CPNI Rules.

]
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(D) Notice Requirements Speelfic 10 One-Time Use of CENL. (1) Carrleys may use oral notice to
obtain limited, ong-time wse of CPNI for inbovnd and outbound customer telephone contacts for the

duration-of the call, regordless of whether cailers use opt-out or opt-in approval based on the ntture of the
contact,

{2) The contents of any such notification muat comply with the requiroments of paragraph (c) of
this section, except that telccomrmunications carriers may omit any of the following notice provisions if not

relevant 1o the Timited uss for which the catrier seeks CPNT

(D) Carriors need not advise customers that if they bave opted-out previously, no action is needed
to maintain the opt-out election;

(i) Carriers nead not advise costomers that they may share CPNI with their affiliates or third
parties and necd not name those cntities, if the lmited CPNI usage will not result in use by, or disclosure
to, zn affiliate or hird party;

(iif) Carriers need not disclose the means by which 2 customer can deny or withdraw future access

to CPN]J, so long as carriers explain (o customers that the scope of the approval the carrier seeks is limited
Lo one-time usc; and

(iv) Carriery may omit disclosure of tho precise steps a eustomet muat toks in order to grant or
deny eccess to CPNI, as long as the carrier clearly communieates that the custorner can deny access to his
CPNI for the call.

Response 7:

In instemces where tire Company seeks one-time custormer approval for the use or disclosare of CPNI,

the Company obiains such approvel In accordarce wiih the dlsclosures, methods and requiremetils
contained in Rule 2008(0).

Section 64,2009 Snafepuards required for usa of customer propristary network information,

(2) Telecommunicafions carriers must implement a system by which the status of a customer's

-CPNI approval can be clearly established prior to the use of CPNIL

Response 8:

The Company’s billing sysiem allows anthorlzed company persormel 19 easlly deterznine the stafis of a
cusiomer's CPNI appraval on e customer aceornt serean prior fo the use or disclosure of CPNL

O) Telecommunications carriers must train their personnel as to when they are and are not
anthorized to use CPNI, and carriers must have an express diseiplinary process in place.

Response 9:

The Company has established CPNI compliance policles that Include employee {raining on resirictlons
on the use and disclosure of CENT and required sqfepuacds (o profect against wnautlorized use or
disclosure of CPNL  Ermployees have signed that thep understand the CPNI policies end a violafion of
those policies will result In disciplinnry action,

(c) All cariers shall maintain a record, electronleally or in some other wanner, of their own and
their affiliates’ sales and marketing campaigns that uss their customers® CFNY. All corriers shall maintain a
record of ail instances where CPNI was disclosed or provided fo third parties, or where third parties were
allowed ascess to CENI. The record must incTudae.x description of sach campaign, the specific CPNI that
was used in the canepaipgn, and what producfs and servicos were offered as a part of the campnign. Cairiers
shall retain the record for a minimum of one year,

Response 1075, Company’s CENI policies require that all sales and marketing campaigns incleding those utilizing

CPNY be recorded and kept on file for af loast one year. Records are also mainialned for disclosurc or
access to CPNI by thiird parties. The records include the required fiformatlon listed I Rule 64.2009(c).




{d) Telecommunications cairiers must establish 2 supervisory reviow process regarding currier
compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier
compliance for & minimum period of one year. Speelfically, sales personnel must abfain supervisory
approval of any proposed out-bound marketing request for customer approval,

Response 1¥ie Company’s CPNI poltcies require employees to obtatn agproval from the Company'’s CENI

Compliance Qfficer for qlf inarketing campatgns, Including those utillzing CPNI, prior fo inltlating thit

camipaigh. Record of the markefing campalgns, along with the appropriate supervisory approval Is
maintained for ar least one year,

{e} A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Commission a compliance cortificate on an ansial basis, The officer must state in the certification
that he or she has persopel knowledge that the company has established operating procedures that e
adequate to ensure compliance with the rules in his subpart. The carrler must provide & statement
accompanying, the ceriificate oxplaining how its operating procedures ensure that it {s or is not in
compliance with the rules in this subpart. In addition, the carzler must includs an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
cancerning the unauthorlzed release of CPNL ‘This filing must bs made annually with the Enforcement
Bureau on or before March I in BB Docket No, 06-36, for data pertaining to the previous calendar year.

Response 12#e required officer cerfification, actlons fafen agalust data brokers and summary of customer

complaint docurnents are included with this accompanying statement.  The Company will file these
documents on ant annaal busis on or before March 1 for datn pertaining to the previous calendar year.

(© Carrlers must provide wrilten notics within five business days to the Commissi.on of. any
Instanee whero the opt-out mechanisms do not work properly, to such a degree that consumers® inability to
opt-out is more than an anomaly.

(1) ‘The notlee shall be in the form of a letter, and shall include the cardior’s name, a description of
the opt-out mechanism(s) used, the problams(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relsvant stats commission(s) has been notified and whether it has taken any
action, a copy of the notice provided to customers, and contact information.

(2) Such notice must bo submitted sven if the carrier offers other methods by which ¢onsumers
18y opt-out,

Response 13tk Company does not currently solicit ¥opt oni” customer approval for the use or disclosure of CPNL.

Section 64.2010 Safeguards on the disclosure of customer proprielary network information.

(a) Safeguarding CPNI, Telecommunications camiets must tnke reasonable measures to discover
and protect apainst attepis to gein uoauthorized access w0 CPNI. Telecommunications carriers must
propetly authenticate a costomer prior 1o disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit.

Response 14The Company's CPNI polictes and employee tralning tnclude reasonable meesures o discover and

protect against aetivity that Is Indicarive of pretexting and emplayees ara Instructed fo notlfy the CPNI
Campliance Officer if any such activity Is suspecied,

{b) Telephone access to CPNI.  Telecommunications carriers may enly disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer fst
provides the canier with a password, as described in paragraph (v) of this section, that is yiot prompted by
the camrier atking for'readily avallable biographical information, or account Informatien. If the customer
doss not provide a password, the telecommunications cartier may only diseloss call detall information by
sending It to the customer’s address of record, of, by calling the customer at the telephone number of
record, TTthe cuatomer is able to provide call detail Information to the telecommunications carrier during a




il
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customer-initiated call without the telecommunications carrler’s assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer.

Response 15The Company’s CPNI policies ensure that « castomer is onlp able (o gecess call detall Informarlon over
the telephone in one of the ways listed in Rule 64.2010(b). If the customer cannot remember their
password, they are prompted fo answer a securlty question. Nelther the pussword ror the Security
nuestlon are based on readily available blographical information or account informalion. _Customer

service representarives are Instracted Yo authendicate cusiomers over the telphone in ail instances exeept
. in the case where the customer provides the call detall Information without the assistance of the
- Company. '

{c) Online access to CPNI. A velecommunications carrier most authenticate a enstomer without
the use of readily available blographical information, or account Information, prior to allowing the
custormer online access to CPMI related to a felecommunications service account. Once authenifcaied, the
customer may only obtain online access to CPNI related to & telecommunications service account through a
password, as described in paragraph {&} of this seclion, that is not prompted by the carrier asking for readily

1011

Response 16: The company authenticates customers without the use of readlly avaifable biographical or account Information prior to

allowing on access to CPNI relatad fo an account. Once authentlcated, the customear may only obtaln access to CPNI through a password,
that Is not prompted by readily avalfable blographical ar account Infarmation,

(d) fn-Store access fo CPNT. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's refail location, first presonts t (he telecommunications enrrier or its agent  valld photo
1D matching the customor's acoount information.

Response 17: The Company does not have retall focatfons.

- (¢) Establishment of a Password and Back-up Authentication Methods for Lost or Forgotien
} Passwords, To establish e password, a telecommunications carrfer most authentlcats the cnstomer without
the use of readily available biographical Information, or account informatlon, Telecommunications carriers
may create a back-up customer authentieation method in the event of 2 lost or forgotten password, but such
ack-up customer authentication method may not prompt the customer for readily available biographical
Jnformation, or acconn( jnformation. If 2 customer cannot provide the comrect password or the correct

response for the back-up customer anthentication method, the customer must establish s new password as
dexcribed in this paragraph.

Response 187y, Company’s CPNI policles allew for u few waps fo estoblish a password, all of which ensure
contpllance with the above paragraph. Eacli methad also allows the customer to esiablish a back-up or
Securlty question in the evend that thep forget their password, Int sto event doss the Company use readily
avaiiable blograplical information er acconnt informatlon as a back-up question or as a means to
establish a password or authentlcate the customer,

il
® Na!'}ﬁcngon ‘of aqceount changes, ‘Telecommunications camiers must notify customers
immediately whenever a password, customer response (o a back-up means of authentication for losi or
forgotten passwords, online account, or sddress of record is created or changed, This notification s not
required when the customer initiates service, including the selection of a password at servies imtiation,
‘This notification may e through a eorrier-orighmied voicemail or text massage to the telephone number of
. record, or by mail to tlie address of record, and must not reveal the changed information or be sent to the
new accott information.

Respanse 19: The company will noﬂﬁv"a customer immadiately when account changes accur, including a password, a response (o &
hack-up means of authentication, or address of record., The notification will be through a carier-originated voicemall or text message to

tha tefephone number of record, or by mall to tha addrass of racord, and wiif not contaln the changed Information or be sent to the new
account Informalion,




{g) Business Customer Exemption. Telecommunicetions camiers moay bind themaclves
contractually to authentication regimes other than those described jn this section for services they provide

to thair business customer that have both a dedicated account representative and a conttact that apecifically
addresses the camriers’ protection of CENI.

i Company docs nol Wiiize e DUsHiess cusigier exceplion at Ml fnie,
Response 35: ?

Section 64,2011 Notifleation of customer propristary network information security
breaches.

(a) A telscommunications carrisr shall notify 1aw enforcement of 2 breach of its customers® CPNI
as provided in this section. The carrier shall not notify i(s customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the pracess of notifying
Iaw enforeement pursuant fo paragraph (b).

{b) As soon as practicable, and in no event later thon seven. (7) business days, afler reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secrot Service (U58S) and the Federal Burean of Investigation (FBI) through o central reporting facility,
The Commission will maintain a inl to the reporting facility at hitpi//www.fec.gov/eb/opni,

(1) Notwilhstanding any state law to fiie contrary, the carrier shall not notify customers or
disclose the breach fo the public yntil 7 full business days have passed afier nofification fo the USSS and
the FBI except as provided in pacagraplis {2) and (3).

(2) Ifthe earcier believes that there is an extraordinarily urgent need to notify any class ol affected
customers saoner than otherwise aliowed under paragraph (1), in order to avoid immediate and lmeparable
havm, it shall so indiente in fis notification and my proceed fo iramediately notify its affected cuatomoers
only after consuliation with. the relevant investigating agency. The carrier shall cooperate with the relevant
investipating agency's request to minimizo any adverss effects of such custorner notification.

(3) If the relevant investigaling agency determines that the public disclosurs or notice to
rcustomers would impeds or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so diseloae or notify for an Initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the Judgment of the egency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impeds or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direetion to the camier, any subsequent extension, and any
notification that natice will no longer impeds or compromise a criminal investigation or national securdty
and sueh writings shall be contemporansously lopged on the sams reporling facility (hat contains records of
notificatlons filed by carricrs,

(c) Recordkeeping. All carriers shull maintain a record, electronically or in some other manner, of
any breaches discovered, notificatlon made to the USSS and the ¥B! pursuant to paragraph (b), and
notificalion mads to customers. The record must include, if available, dates of discovery and notification, a
detailed description of the CENI that was the subject of the breach, and the circomstances of the breach.
Carriers shall retain the record for 8 minimom of 2 years.

Response 21Ife Company has policles and procedures in place {o ensure compllance with Rule 64,2011 Wien it is

rensonably determiined fhat o breach has occnrrad, the CPNI Compliance Officer will notify law
enforcentent aud its customer in the required thnéframes, A record of the breacls will be maintained for
a minimun of two years and will lnclude all information required by Rule G4.2011




